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account3 account4 account5 accountca accaccaccaccaccountaccaccaccaccaccount accaÃ¢Â�Â¦Q: Non-Malicious AJAX requests while maintaining DB integrity Is there a way to block non-malicious AJAX requests in a PHP framework like Zend Framework, I am currently using? The reason I ask is because I find that many of the auto generated AJAX requests to static pages have no business in the real world. Although I know a straight JavaScript solution may be more proper for such "exceptions", due to the fact I do not control everything, I cannot really enforce all "evil" browsers from
requesting all AJAX requests to my static pages. What I would like to do is block all non-malicious requests through the front end and only allow PHP to respond for these "evil" requests. All I can think of is a blacklist but that's probably not what I'm looking for. A: Is there a way to block non-malicious AJAX requests in a PHP framework like Zend Framework Zend_Controller_Action objects are not entirely stateless. They contain a full request object which can be used to manipulate the request parameters after the action is finished. Assuming that you do not want to store the POSTed

data in a DB, I suggest the following: 1) Create a separate action object, let's call it firstRequestHandler, which is only accessed via AJAX. Use Zend_Controller_Action_Helper_HistoryHelper to store the request in a separate session (your choice of helper implementation is up to you). Use the 'current' method of HistoryHelper to determine which request to set. 2) After the first request handler completes, do something like this: public function firstRequestHandlerAction() { $request = $this->getRequest(); if ($request->hasAction('secondRequestHandler')) { // tell the request to continue
to the next action } else { // let the request continue to the default action } } public function secondRequestHandlerAction() { // do something with the request } This way, the second request handler can be written in a generic manner and cannot be executed if the first action handler is not finished
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